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Optimize your Check Point deployment

YOUR CHALLENGE

Your organization’s network is a robust and sophisticated infrastructure, but it

is also constantly evolving. Elements are continually added, deleted, moved,
modified, and updated. These changes in the network environment are reflected
in your security arsenal. As your network deployment changes, so do the corre-
sponding security policies and configurations. Now here comes the challenge:
With a constantly changing network and security environment, how do you keep
your security components optimized and working in harmony? In other words,
is your security infrastructure optimized for defense, performance, and stability?
Or has the constantly changing environment created weak links in your security
arsenal or prevented your security from operating at optimum performance?

OUR SOLUTION

Check Point SmartUse is a service that performs a deep analysis of your Check
Point implementation. Under a strict confidentiality agreement, we will perform

a thorough analysis of configuration and log data from your Management
Server. The result of this analysis is a detailed report that summarizes our
findings and provides you with concrete and actionable recommendations on
how to optimize and strengthen the security and performance of your Check
Point solutions. A Check Point technical expert will review all findings and
recommendations with you.
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WHAT IS SMARTUSE?

Check Point SmartUse is a service

that performs a deep analysis of your
Check Point implementation. The result
is a detailed analysis, and actionable
recommendations for optimizing and
strengthening your security deployment.

HOW IT WORKS

m Order one report or a yearly
subscription

m Send us your configuration data
and log files for at least one typical
24-hour work day

m Our experts will analyze the data and
create a report with detailed findings
and recommendations

m Eachreport is created and thoroughly
reviewed by Check Point security
experts

® You will receive the report and review
it over the phone with the security
expert who prepared it

“The report was clear and
precise...remarks were to
the point.”

Customer, SmartUse Service
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TRUST THE EXPERTS SAMPLE SMARTUSE REPORT CONTENT

No one is more qualified to help you optimize your
Check Point security arsenal than the experts who created it.

Security weaknesses identified and corrective

We will leverage our extensive knowledge actions suggested
and expertise to provide you with concrete and
elevant recommendations for your deployment. 222 [ Rulebase Security Improvements

Wiou mebwork containg several rules thal allow connections inio the inlernal nebwork
feom outside the organization. Such nies Can COMPIOMIBs your cverall security and
anable airscd connection rom the wab.

CONTENTS OF THE SMARTUSE REPORT We recommend thal you modity your policy i enhancs secusly.
The SmartUse Report contains detailed findings and The following three nes (26, £0, and 51) pose 8 security rigk.
recommendations about many aspects of your Check Point Rille 28: ARG Any; DEET Vosels; VPH Any; EVC hitp; ACTION Accept
. . Sedylion: Since & hacker can gel  remobe shell on the sefer and access the entire
deployment, including: retstweark the HTTP sanver should be in DMZ
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- SmartDefense™ protection findings and recommendations
- Rule-base and security policy consistency Potential stability and management traps identified
recommendations and addressed
— Database integrity recommendations for improved
stability and security 2.4 @ Database Integrity
* Rule-base performance improvements Ve retrmea Ot yors el s Bhaes Moot o6 o0 o8 pomsie
- Analysis of most- and least-used rules and sinca thay can cause problems during policy managament and upgradas.
recommendations for optimizing rule sequence Prodlem: . gtfip service: Accept replies from any part.
to enhance performance Soten mmwﬁw.m" ..';":;,.“3.?’.:"
— Identification of, and recommendations for, Sarvica Proporties » Advanced » Accept replies from any port.
redundant and unused rule-base objects This change shauld not affect connecthaty-

* Administrator management improvements Extensive performance-related analysis and

- Analysis of administrator recommendations provided
- Recommendations dealing with security aspects
of user management 31 @ Most Active Rules
. Thi folicwing Ane thi mosl Betive Fules in your “comorate-naw-simpifiad” sscurlty policy,
e System-related recommendations Ta imarove performance, consider moving these res (214, 218, 153, 120 and 38) to the
- Analysis and recommendations dealing with beginning of the rule bese.

global system settings, version management,
hot-fix status, etc.

Rule Number Humber of Connections % of Total Co

e Many more findings and practical recommendations

To learn more, or to download and evaluate a sample
SmartUse Report, please contact your Check Point reseller or
visit www.checkpoint.com/services.
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